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The objective of this course is to provide students with a foundational
understanding of relational databases and practical skills in using
MySQL. By the end of the course, students will be able to design, create,
and manage databases, perform basic SQL queries, and apply database

.concepts to solve real-world problems

- kil calal) -

& saaY il iall Jaalss
Introduction to Databases: Definition, purpose, types of databases,
introduction to MySQL.
2 Database Components: Tables, rows, columns, schemas, and
relational database concepts.
3 Creating Databases and Tables: How to define and create databases
and tables in MySQL.
4 Data Types in MySQL: Overview of commonly used data types (INT,
VARCHAR, DATE, etc.).
5 Inserting and Viewing Data: How to insert, update, delete, and

retrieve data from tables.




6 Simple Queries: Writing SELECT statements with basic WHERE
clauses and sorting using ORDER BY.
7 Introduction to Relationships: Understanding one-to-one, one-to-
many, and many-to-many basics.
8 JOINs: Overview and simple examples of INNER JOIN.
9 Aggregating Data: Using functions like COUNT, SUM, AVG, MIN, and
MAX.
10 Sorting and Filtering Data: Sorting results and filtering using
multiple conditions.
11 Normalization Basics: Understanding 1NF and 2NF for reducing
redundancy.
12 Indexes and Keys: Introduction to primary keys, foreign keys, and
simple indexing.
13 Basic Database Design: Steps to design a simple database schema
for real-world applications.
14 Review and Practice: Review all topics covered with examples and
discussions.
15 Final Project Discussion: Explanation of a project to apply all learned
concepts.
& s Cala il Jpals
1 Install MySQL Server and MySQL Workbench. Explore the interface and
create your first database.
2 Create tables with different data types (e.g., INT, VARCHAR). Insert and

view simple data.




3 Perform basic CRUD operations: INSERT, UPDATE, DELETE, and SELECT.
4 Use WHERE clauses to filter data and ORDER BY to sort data.
5 Explore aggregate functions (e.g., SUM, AVG, COUNT) and practice
grouping data with GROUP BY.

6 Create relationships between tables using primary and foreign keys.
7 Practice INNER JOIN to combine data from related tables.
8 Design a simple database schema (e.g., for a library or online store).
9 Create a normalized database design (1NF and 2NF).
10 Add constraints like NOT NULL, UNIQUE, and PRIMARY KEY to your
tables.

11 Experiment with creating and using basic indexes for faster queries.
12 Start working on a mini project (e.g., a database for student records or
product inventory).

13 Continue project work: insert sample data and test relationships with
JOINs and queries.

14 Finalize the project: document database structure and prepare example
gueries.

15 Present your project, explaining the design and demonstrating queries.
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The main objective of teaching "Digital Logic Design" is to introduce

students to the principles of digital logic design and how to apply these
principles in designing and building digital circuits. This includes
teaching students how to analyze and design logic circuits using various
tools and techniques such as logic gates, Karnaugh maps, and other
logical diagrams. The ultimate goal is to enable students to understand
how digital circuits work and to use this knowledge to solve problems
related to digital design while developing the logical thinking skills

- kil culall -

.needed 1n this field

Weekly Syllabus

Material Covered

Week 1 Number systems (decimal, binary, octal, conversions,
operations)
Week 2 | Number systems (hexadecimal, BCD, conversions,
operations)
Week 3 | Number systems (excess-3, gray code, conversions,




operations, complements)

Week 4 | Logic gates (AND, OR, NOT)
Week 5 | Logic gates (NAND, NOR, XOR, XNOR)
Week 6 | Logic simplification (Boolean theorem)
Week 7 | Logic simplification (Demorgan’s theorem)
Week 8 | Karnaugh maps (2-variables, 3-variables)
Week 9 | Breif Intro duction to Karnaugh maps (4-variables (SOP, POS,
don’t care))
Week 10 | Arithmetic operations (adder, parallel binary adder)
Week 11 Arithmetic operations (subtractor, adder-subtractor circuit)
Week 12 Arithmetic operations (decoder, encoder)
Week 13 | Arithmetic operations (Multiplexer, Demultiplexer)
Week 14 | Flip-flop types and operation
Week 15 | Synchronous and Asynchronous Counter
— andl Cuilal) -
Weekly Lab. Syllabus
Material Covered
Week 1 Lab 1: logic gates (NOT, AND, OR)
Week 2 Lab 2: Logic gates (NOR.NAND)
Week 3 Lab 3: Logic gates (XOR, XNOR)
Week 4 Lab 4: Boolean theorem
Week 5 Lab 5: Demorgan’s law
Week 6 Lab 6: Karnaugh map
Week 7 Lab 7: SOP
Week 8 Lab 8: POS, don’t care
Week 9 Combinational circuit (half adder, full adder)
Week 10 Combinational circuit (Half subtractor, full subtractor)
Week 11 Decoder and Encoder circuits
Week 12 Multiplexer and Demultiplexer circuits
Week 13 Flip Flop Latch
Week 14 Counters
Week 15 Final-Term Exsams
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Introduce the fundamental concepts of computer networks,

: dalall UA:\J.\'.'\J ?Ld‘ dd@l\

including protocols, IP addressing, network devices, and topology.
This course builds the foundation for understanding secure

networking, which will be covered in later courses.

- B Gl -
Theory Outline
Weeks Material Covered

Week 1 | Introduction to Networking
Week 2 | Overview of LAN, WAN, MAN with Real-Life Examples
Week 3 | OSI Model vs. TCP/IP Model
Week 4 | IP Addressing and Subnetting
Week 5 | Ethernet and Cabling Standards
Week 6 | Switching Basics
Week 7 | Routing Basics
Week 8 | Network Protocols
Week 9 | Mid-term Exams
Week 10 | DHCP and DNS
Week 11 | MAC Addressing and ARP
Week 12 | Wireless Networking, WPA and WPA2




Week 13

Routing Protocols (RIP, OSPF)

Week 14 | Network Monitoring
Lab Activities
Weeks Material Covered
Week 1 | Set up a simple home network using a router and connect
multiple devices.
Week 15 | Final Review and Assessment

el sl




Week 2

Create diagrams of LAN, WAN, and MAN networks using real-
world scenarios.

Week 3 | Use Wireshark to capture packets and identify OSI/TCP/IP
layer information.

Week 4 | Practice subnetting exercises and configure IP addresses on
network devices.

Week 5 | Identify CatSe, Cat6, and fiber optic cables, and test connectivity
between devices.

Week 6 | Set up VLANSs and configure switch ports in a lab environment.

Week 7 | Configure static routes on routers to connect different subnets.

Week 8 | Analyze protocols (like HTTP, FTP, ICMP) using Wireshark
packet captures.

Week 9 | Mid-term Exams

Week10 | Set up a DNS server and DHCP server to assign IPs dynamically.

Weekl1l | Use the arp command to map IP addresses to MAC addresses
and observe ARP tables.

Week12 | Configure a secure Wi-Fi network using WPA2 and capture
handshake packets.

Week13 | Configure dynamic routing with RIP and OSPF on Cisco routers
or simulators.

Week 14 | Use tools like NetFlow, SNMP, or Wireshark to monitor network
traffic.

Week 15 | Final report
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Equip students with knowledge about securing networks through

access control, firewalls, encryption, and intrusion detection.

- ‘é)hﬂ‘ ‘.HJIA.J‘ -
Theory Outline
Weeks Material Covered
Week 1 Network Security Basics
Week 2 Common Network Attacks (DoS, MITM)
Week 3 Firewall Configuration
Week 4 VPNs and Tunneling
Week 5,6 | Intrusion Detection Systems (IDS) and Intrusion Prevention
Systems (IPS)
Week 7 Network Vulnerability Scanning
Week 8 Wireless Network Security
Week 9 Mid-term Exams
Week 10 | Access Control Lists (ACL)
Week 11 | DDoS Protection
Week 12 | Network Encryption
Week 13 | Network Security Monitoring
Week 14 | Log Analysis




Week 15 | Final Review and Assessment

— lanll sl -

Lab Activities
Weeks Material Covered

Week 1 | Explore Security Concepts

Week 2 | Simulate a DoS and MITM attack in a controlled environment
using tools like Hping3 and Ettercap.

Week 3 | Configure a firewall (e.g., iptables or pfSense) to block
unauthorized access and allow specific traffic.

Week 4 | Set up a VPN using OpenVPN or WireGuard and test secure data
tunneling.

Week Install and configure an IDS/IPS (e.g., Snort), and monitor alerts

5,6 for network intrusions.

Week 7 | Perform vulnerability scanning using Nmap and Nessus to identify
open ports and weaknesses

Week 8 | Set up a secure Wi-Fi network using WPA2 and test for
vulnerabilities (e.g., WPS cracking).

Week 9 | Mid-term Exams

Week 10 | Configure ACLs on routers and switches to control access based on
IP addresses and protocols.

Week 11 | Configure DDoS mitigation tools and monitor network traffic for
attack patterns.

Week 12 | Set up encrypted communications (e.g., TLS/SSL) and analyze
certificates using OpenSSL.

Week 13 | Use Wireshark and Suricata to monitor network traffic for security
events.

Week 14 | Collect and analyze logs from firewalls and IDS to identify
suspicious activities.

Week 15 | Practical Security Lab
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Ethics for the Information Age Cila glaall jas CLENA) ¢ s

52l i) alall Caagll >
Type something like: The main strategy that will be adopted in
delivering this module is to encourage students’ participation in the
exercises while at the same time refining and expanding their critical
thinking skills. This will be achieved through classes, interactive
tutorials, and by considering types of simple experiments involving
some sampling activities that are interesting to the students.

_ okl calall -

Weekly Syllabus

Week Material Covered
Weekl Introduction to Computing
Week2 Introduction to Ethics
Week3 Networked Communication
Week4 Internet Interaction
Week5 Impact of Social Media and Online Advertisement
Week6 Children and Inappropriate Contents
Week7 Intellectual Property
Week8 Mid Term Exam




Week9 Trademark, Patents, and Copyright
Week10 Protection for Software
Week11 Open Source Software
Week12 Information Privacy
Week13 Information Disclosures
Week14 Computer and Network Security
Week15 Cyber Crime and Cyber Attacks
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Material Covered

Week

Unit one: hello
Am/are/is, my/your
This is with practice in work

Week 1

Unit two: your world
He/she /they, his/her
Questions

Week 2

Unit three: all about

Week 3

Unit four: family and friends
Possessive adjectives
Possessive's

Has/have

Adjective+ noun

Week 4

Unit Five: the way | live
Present simple I/you /we /they
A and an

Adjective + noun

Week 5




Unit six: every day
Present simple he/she
Questions and negatives
Adverbs of frequency

Week 6

Unit seven: my favorites
Question words
Pronouns

This and that

Week 7

Unit eight: where | live
There is /are...
Prepositions

Week 8

Unit nine: times past
Was /were born
Past simple -irregular lar verbs

Week 9

Unit ten: we had a great time!
Past simple -regular & irregular
Question

Negatives

Ago

Week 10

Unit eleven: I can do that
Can /can't

Adverbs

Requests

Week 11

Unit twelve: please and thank you
I'd like...

Some and any

Like and would like

Week 12

Unit thirteen: here and now
Present continuous
Present simple & present continuous

Week 13

Unit fourteen: it's time to go!
Future plans
Revision writing email and informant letter

Week 14
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Material Covered Week

e Unit one getting to know you
tenses

Questions

Questions words

Week 1

Unit two: the way we live
Present tenses

Present simple Week 2

Present continuous
Have/have got

Unit three: it all went wrong

Past tenses
) Week 3
Past simple

Past continuous

Unit four: let's go shopping
Quantity Week 4
Much and many




Some and any
Something, anyone, nobody, everywhere
A few, a little, a lot of Articles

Unit Five: what do you want to do
Past tenses

Verb patterns

Future intentions

Going to and will

Week 5

Unit six: tell me! What's it like?
What's it like?

Comparative and superlative
Adjectives

Week 6

Unit seven: fame

Present perfect and past simple
For and since

Tense revision

Week 7

Unit eight: do's and don'ts
Have(got) to

Should

must

Week 8

Unit nine: going places
Time and conditional clauses what if...?

Week 9

Unit ten: scared to death
Verbs patterns
Infinitives

What, etc. Infinitive
Something, etc. Infinitive

Week 10

Unit eleven: things that changed the world
Passives

Week 11

Unit twelve: dreams and reality
Second conditional might

Week 12

Unit thirteen: earning a living
Present perfect continuous
Present perfect simple versus
Continuous

Week 13

Unit fourteen: family ties
Present perfect and past perfect and clarification
Reported statements

Week 14

Unit fifteen:
revision

Week 15
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This module will primarily focus on encouraging students to participate
in the activities, as well as refining and developing their critical thinking
skills. This will be achieved through lectures, tutorials, discussions, and

grading activities.
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Week Material Covered

Week1 Line and Circle Equation.

Week2 Functions (Domain, Range, Odd, Even, Types.)

Week3 The Limit and Continuity of a Function (Laws, At Infinity, Special Limits,
Continuity Conditions.)

Week4 Differentiation (Definition as limit, Differentiation Rules, Function-
Derivative Table.)

Week5 Differentiation Methods (Implicit, Logarithmic, The Chain Rule.)

Week6 Applications of Differentiation (Curve Sketching, L'Hospital's Rule.)

Week7 Applications of Differentiation (Taylor and Maclaurin Series.)




Week8 Midterm Exam + Introduction to Indefinite Integrals.
Week9 Integration Methods (u-substitution, By parts.)
Weekal0 Integration Methods (Involving Trigonometric Functions, Trigonometric
substitution.)
Week11l Integration Methods (Integration of Rational Functions by Partial
Fractions.)
Week12 Integration Methods (Functions Involving Roots, Functions Involving
Quadratics.)
Week13 Definite Integral and Applications (Definite Integral, Area Under a Curve,
Arc Length, Average Value of a Function.)
Week14 Definite Integral and Applications (Areas Between two Curves)
Week15 Preparatory week before the final Exam
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This module will primarily focus on encouraging students to participate in the

activities, as well as refining and developing their critical thinking skills. This
will be achieved through lectures, tutorials, discussions, and grading activities.
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Week

Material Covered

Week 1 Vectors (Definition, notation {Ordered set, Matrix, Unit vector},
Magnitude, Unit, Zero, negative, Direction, Operations on vectors
{addition, subtraction, scalar multiplication}.

Week 2 Vectors (Operations on vectors {dot product, cross product},
Orthogonal, orthonormal vectors.)

Week 3 Matrices (Matrix, Diagonal, Triangular, Symmetric, Square Matrix,
Transpose of a Matrix.)

Week 4 Matrices (operations {addition, subtraction, scalar multiplication,

multiplication}.

Week 5 Matrices (Determinant, Inverse (Nonsingular).)
Week 6 System of Linear Equations (Linear Equations, Linear Equations
Solution, Matrix equations.)

Week 7 System of Linear Equations (Row operations, row-echelon form
“triangular”, Rank of a Matrix, reduced row-echelon form, Augmented

Matrix.)

Week 8 Midterm Exam + System of Linear Equations (Gaussian elimination.)

Week 9 | System of Linear Equations (Gauss—Jordan elimination, Solving Systems
with Inverses.)

Week 10 System of Linear Equations (Cramer's Rule.)

Week11 Vector Spaces (Linear Combinations of Vector, span.)

Week 12 Vector Spaces (Linear Dependence and Independence, Basis and




Dimension, Rank of a Matrix.)

Week 13 Vector Spaces (Linear Transformations.)
Week 14 Diagonalization (Polynomials of Matrices, Characteristic Polynomial,

Cayley—Hamilton Theorem.)
Week 15 | Diagonalization (Eigenvalues and Eigenvectors, Diagonalizing Matrices.)
Week 16 Preparatory week before the final Exam
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Delivery Plan (Weekly Syllabus)

Week Material Covered

Weekl | Introduction Physical Quantities, Unites and Measurement
* Dimensions and Units
* Dimensional Analysis

» Conversion of Units

Week2 | Kinematics and Dynamics
» Reference Frames and Displacement

* Average Velocity




* Instantaneous Velocity

* Acceleration

* Motion at Constant Acceleration
* Freely Falling Objects

 Force and Motion

» Collisions and Impulse

* Projectile Motion

Week3 | Mass, weight and Density
* Definition of Mass

* Units and Law of Mass

* Definition of Weight

* Units and Law of Weight
* Definition of Density

* Units and Law of Density

* Specific gravity

Week4 | Turning Effect of Forces
* Moment of a Force
* Principle of Momentum

 Conditions of Equilibrium

Week5 | Pressure, Energy, Work, and Power
* Definition of Pressure

* Units and Law of Pressure

* Pressure in Liquids

* Definition of Energy




* Units and Law of Energy
* Kinetic energy
 Potential Energy

* Definition of Work

* Units And Law Of Work
* Definition of Power

* Units and Law of Power

Week6

Motion Along a Straight Line
 Displacement, Time, and Average Velocity
* Motion

* Position and Displacement

 Average Velocity and Average Speed

Week?7

Motion in Two or Three Dimensions
* Position and Velocity Vectors
» Acceleration Vector

* Projectile Motion

Week8

Newton’s Laws of Motion
* Newton’s First Law
* Newton’s Second Law

* Newton’s Third Law

Week9

Mid Term Exam

Week10

General Wave Properties
* Mechanical Waves

* Transverse waves




* Longitudinal waves
» Surface waves

* Measuring a Wave

Week11

Light

* Introduction

* Definition of Light

* What is of Light

* Properties of Light
* Application of Light

Week12

Electromagnetic Spectrum

» Definition of Electromagnetic Spectrum

* Type of Electromagnetic Spectrum

* Detecting Electromagnetic Waves from Space

* Energy in Electromagnetic Waves

Week13

Sounds and Hearing

* Definition of Sound and Hearing

» Speed of Sound, Frequency and Wavelength
» Sound Intensity and Sound Level

* Definition of Hearing

* The Hearing Mechanism

Week14

Magnetism
* Introduction
» The Source of All Magnetism

* Universal Characteristics of Magnets and Magnetic Poles




» Earth’s Magnetic Poles
» Types of Magnetism

Week15 | Electromagnetism

* Introduction
* Faradays Law
* Emf induced in a moving conductor

» Energy stored in a magnetic field

— leall Cuilal) -
Delivery Plan (Weekly Lab. Syllabus)

Week Material Covered

Week1l Experiment 1: Dynamics — Force, Newton’s Three Laws, and
Friction

Week2 Experiment 2: Investigating the Laws of Motion with a Simple
Pendulum

Week3 Experiment 3: Tuning Fork

Week4 Experiment 4: Equilibrium of a Rigid Body




Week5 Experiment 5: Determining Hooks law

Week6 Experiment 6: Verifying Newton's Third Law with Colliding
Objects

Week?7 Experiment 7: Investigating Wave Properties - Wavelength,
Frequency, and Speed

Week8 Experiment 8: Refraction of Light in Different Media




